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4XH RSB
Klaus Schwabb

I3 X5 & 22 (Artificial intelligence & Robotics)
A= QIE Yl[Internet of things(internet of everything)(loT, I0E)]
A& F XS Kt Autonomous vehicles)
3D Z 283D printing (additive manufacturing & multidimensional printing)]
=5 N2, 24 [Blockchain, DLT(distributed ledger technology)]
H}O| 2 H| 3= = X|(Biotechnology)
Lt = H| 3= 2 X|(Neurotechnology)
X|+t& & (Geoengineering)
23 7|2 (Space technology)
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LATEST BLOCKS SEE MORE —

Height Age Transactions Total Sent Relayed By Size (kB) Weight (kWU)

520827 9 minutes 145 620.46 BTC BitFury 66.85 222.86

520826 11 minutes 2271 11,606.31 BTC AntPool 1,172.81 3,992.54

520825 28 minutes 2141 13,229.48 BTC Unknown 1,121.28 3,992.43

520824 51 minutes 549 3,885.67 BTC SlushPool 317.79 1,077.43
Height Time Relayed By Hash Size (kB)
520827 (Main Chain) 2018-05-02 03:22:51 BitFury 000000000000000000173c5d5221f037f8bdf46249634257f292129efbc54357 66.85
520826 (Main Chain) 2018-05-02 03:20:45 AntPool 0000000000000000001a61537aee1dc189eabdd491b5149ff370574ac3728369 1,172.81
520825 (Main Chain) 2018-05-02 03:03:33 Unknown 0000000000000000000e3d92186b347a2fa05bd0c969ec6906a26cf383eh3fef 1,121.28
520824 (Main Chain) 2018-05-02 02:40:34 SlushPool 0000000000000000002¢d798638c8ae7770193b7d859a5aed532a8fd69b107c9 317.79
520823 (Main Chain) 2018-05-02 02:35:52 F2Pool 0000000000000000004112711c61d595ddda25d8441bd22828cdcfdd368ed7e2 222.8
520822 (Main Chain) 2018-05-02 02:34:04 Unknown 00000000000000000039acal17aed1ee0d21417325787a738ad9e04c63b8ccae 394.7

DeAistw Hist 01t 8 9



d loT(loE)

ppllances .

2020-04-01

JdeAistw

Huttist O|CH3]

10



ARTIFICIAL
INTELLIGENCE
MACHINE
LEARNING
DEEP
LEARNING

42
\ f 7’":*,1“““‘1’.{" h
\ ;4 1\ b &'v. I,

1950s 1960s 1970s 1980°s 1990's 2000's

2020-04-01 DeAistw Hiis 0l 8



2 =M of

AlO] AA

0]-8ot0] At

| @ A §|0|E]

2REE M2 M (KA

- HIoJH

=
T

How Big Data And Artificial
Intelligence Serve Each Other

12

=)

w Hurtist Ol OH

(=13
S

D

2020-04-01



1.

—_—
o

=90

13

o

=

% ESEESPA;
1k (output)

A
=

DeACHs W HOHS OICH 3

-
(@)
—

(algorithm): O

N

&g
2020-04-01



2N = X}H -

2Ozl 5 X5 oA}

i1

A =5 >

el

Kio

ol

o| Xt S| At

=
(=)

= HHFA (black box): Y12

od

14

H0tCHst olCHS!

w

2020-04-01



, & E8F 27, @2AZZ0| O

;

—

-
O

HFEHel od &#

~
o

o] &0l /7, O

7
(.

@ el

o2 X 7|

)

- 2|0 [HE CAHZ2 80| 2K

BEFA:

e

O
GDPR

31

K0
0fo0

<4

15

dHEOl Mg £= 7|

—

HSHES 230 H36x=9|2 3 X36X2|3

DeACHs W HOHS OICH 3

of A

7 Zate|

g

HFEH A XtS=HE7Ho)| o

e

_I

2ol FE-4A, XS
X

(@

X~

(]

2

o
2020-04-01



HOJE 48 A&

=24 0o|f &2
- S{OFCt 2Hf MEZ S 7t
» 20118 HMAOA HMEE MOl & 2F 1.8 ZB (&)

-- 1 EX: O] 2l2| = A2k Qi =2] 102 BiOf sl o= SEE
-- 1.8 ZB: &t=Ql0| 182Hd =¢F 1= OtCt ERIE0| = 370 AAl, 2A[ZE W2| HDE B2t 2H Y
HE

-- 40 ZB: K&t RE =F2(0| C|A3 | A Ljoj=xg &

Ok

23t 42402 2
- H| EH H2E: 2F 20GB
0] = 9|3 =A{2te| ZAM: 10TB
HMMA ZE-=: 200PB
CHotTl= 3 0I0[ 172HEZH #|X| 10 Of 2 EQIY = 37HE AAIME W2 &/ 1H0] 4700
DHAZE AE st 20009 71| N3t HatA|ZE 23/ 32GB EfE3IPC 5759 71| 8

2020-04- Dedtistn Htohst 0ICH3E 16



Q GHioje &8 &2

Bytes
Megabyte [ BT VR 1))

-
.o 175 ZB

160

w 140
]

2120
(1]

® 100
N

80

60

40

20

o

2000 201 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

2020-04-01 deftistw Hutthst oIth 8l



A HIO|E(BE)2 SRS

o] E{ 7| Bt & A (DDI, Data-driven innovation)

M2 HE L A AL A
- Ao 282
M ARLQ} 0| 8RHE QI3t ThK|l M2 2N U B

MQA™EE 7tX| A& (value chain) <= 7{QIH E

Big personal data = Fuel of the digital economy

QICIOlE{ 2] F 77|
- QOB ZF EEAE T e o= s 2 E

- JEEA I
THRIHE: 7FX

X K| ™K AL Goodwill

o3t E
i
©
m
1>
A
i
bl
J_L J

2020-04-01

18



215 0|Ef &4

Healthcare
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Information
Technology Law

2020-04-01

LOOK INSIDE!

Androw Murray -
INFORMATION
TECHNOLOGY
LAW
]
Lo 0= @

Information Technology
Law: The Law and Society
Andrew Murray

Paperback

$75.00 ~/Prime

Customers Who Viewed This Item Also Viewed

LOOK INSIDE!

E]y’ g

The Tech Contracts
HANDBOOK

SN e

The Tech Contracts
Handbook: Software...
> David W. Tollen
1°0°0°0 QT
Paperback

$26.86 ~/Prime

EE

Iaegusioe Linto

Rethinking Cyberlaw

A News Vigion for Internet Law

Rethinking Cyberlaw: A
New Vision for Internet Law
(Rethinking Law...
Jacqueline Lipton

Hardcover

$99.95 Prime

DeACHs W HOHS OICH 3
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Information Doesn't
Want to Be Free

Cory
Doctorow

Information Doesn't Want
to Be Free: Laws for...
Cory Doctorow
R R R 28
Hardcover

$18.99 Prime
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IR

Deployed 1981

32-bit number

Dotted Decimal Notation:

192.149.252.76

192.149.0.0/24

2% = ~4,294,967,296

2020-04-01

Address Size:
128-bit number

Address Format:

Hexadecimal Notation:
3FFE:F200:0234:AB00:0123:4567:8901:ABCD

Prefix Notation:
3FFE:F200:0234:/48

Number of Addresses:

~340,282,366,920,938,463,463,374,
607,431,768,211,456
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Vitality GlowCap

Prescription container lid that reminds
patients when to take their medicine

DeACHs W HOHS OICH 3
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Google Glasses

How Google GLASS WOrks
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Waik

& Cues off
472 Music Control Off O O /I

0:06 8'14"

Goal Food Exercise Net Remaining
1210 1077 285 792 418

TODAY

Whitewater rafting, kayaking...

318CAL M

Nonfat Greek Strained Yogurt > o Whitewater rafting, kayaking

anT

Fage. 1 Dcup (227 g), 130 ca

f

Strawberries - Raw o

1.0 cup, halves, 49 ca

Bread - Whole-wheat, toasted

2 0 shice, 138 cal

Guacamole Medium

2.0Thbep, 50 ca i .
Y G weight was 170 lbs Los 5 1bs / W
. . e 5 . : ' Jnrng weldhtwas 770, Easier Loge 0.5 1/ Woek Starting weight was 168 Ibs
Cilantro Lime Vinaigrette Dressing . w2200 (EETEEED
Nordstom Cafe, 2.0 TBSP, 180 cal ol Heps i re 0 168 S
Nordstom Cafe, 2.0 T8 80 ca ’
. . Distance 5 miles x 168 Ibs 165 Ibs
Jicama Sticks . Medium A6 10 158 7 Welk
Raley's, 1.00z. 11 ca - Calories Burned 2,370 calorles - ——— 165 Aox 31.2 500 per day You »31:: to lose
Active Minutes 30 minutes o
Floors Climbed 15 floors Kinda hard tose 15 ms/ weex tensity Easier
Triscuit Reduced Fat o PSRN 750 por cay Sep 22,2018
; B E 1 2 3 ) v ficit -250 cals
ABC DEF W 05 Ibs
Food 250 cal. deficit a 5 6 Harder Lose 2.0 lbss / week
Water 6453 GHI KL MNO Aug 19, 2014
7 4 8 9
PORS Tuv wxyz
a= 0 a
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Airflow Sensor

(Breathing)

Patient Position Sensor
. Electrocardiogram
(Accelerometer) g

Sensor (ECG)

Pulse and Oxygen in o-Health Sensor Shield for
Blood Sensor (SPO2) Arduino and Rasberry Pi

Galvanic Skin Response
Body Temperature Sensor Sensor (GSR - Sweating)

DeAist W HOHS 0ICH 3 32



Smart Home
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Smart Car

Infornet
ol ik Example use case: Connected car
Predicts part
Pay as you drive failure Find
Insurance my car

Smart Home

Alerts to vehicle
schedules

\s/ appointment

Smarter City with car owner

Events:
Anti Lock Brakes,
Air Bag deployed,
Vibration detected,

Location change Unlock

my car

Smartcar

DeACHs W HOHS OICH 3 34
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Netflix AFg|

Netflix

- §|0JE] OfolY THe| JHA| (OIRXHO| CHEH QehaD LmE|F TAM)
- 480 o O|Ato| A HIL Rt 2N

- O|8XIE ¥ 2 HI|(F4, HEHS S Q)

- GO|E|f E3 MEol A3} B AO|E0] LIt Y= BHE S8
£3}0] 0| Xt Al 7H5
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Wearable Camera

ENFORCEMENT
OFFICER




=N g

» SEH|2l(blockchain) = E4& % (distributed ledger)

E, Mol 2™ EE), private-permissioned & public-permissionless 25 M| 21, 37
E1|O|E1|:H|O|ﬁ(shared DB), &= 3} H|CHA 223t 77| & 74017|, MXIMY, O1F
(authentication), time-stamp, A& =2tQl(authentication), H{EZ QI =4 X|Z(wallet), 25
Xl = (double spending), =7tY- LSk (irereversible, unidirectionability), sA| 3 SHA|E
2=, HHERQI T4 p2p S H(proof-of-work), S 3HHH|EZRQl, EE &) = (mining),
H & (reward), & 10=(12.5 H{EZ Ql), T EH(broadcast, relay), 41 Z|7|Ht X[3Xt(trusted third
party), 2fl- & F(transaction), 18t € 2[(consensus), H & =7ts7d(tamper-proof,
immutability), & (fork), ' E(node), nonce, O| & 2| = (etherium), 20E A 2 (smart
contract), DAO(decentralized autonomous organizations), ICO(Initial Coin Offering), & 11
2| S (ECDSA, secp256k1 &, RIPEMD-160, SHA-256, Base59Check)
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oty el (2, AlZh

01058ab 7b62381a419a6dd3e065326101db4cf0885c61a374a5e 11481 2018-05-05 04:53:47

17A16QagavriUICW1 ‘ = 1CHS54sKrGdCW7u1fn2W7GXHDkQhmajsG 0.02974725 BTC
13biNgsgAodKKp4J3UjbHz4BFIBINWzTF 0.0351389 BTC
1M5dXjN7shzryoJndnaTTrEqE4c1gZLdi8 0.0744 BTC

17A16QmavnUfC\W11 DAApiJXp?AF?SpGX 35.08297641 BTC

35.22226256 BTC

01059ab4633d07b62381a41 d3&¢]55325f9’44£fﬂ'885561 a374abe1148f1

/

17A16QmMavnUICW11DAYpIJxp7 ARNXNSpGX

v

1CHS54sKrGdCW7u1fin2W7GXHDkQhmqjsG
13biNgsgAodKKp4J3UjbHz4BF9BIfNWzTF
1MEdXjN7shzryodnJnaTTrEqgE4c1gZLdi8
17A16QmMavnUfCW11DAApiJxp7ARNXNSpGX

DeAist W HOHS 0ICH 3
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HEZ QI =&KX TF2)

7H21710fl 2f5to] A/ dEl 7171 siAl=tet Zf(value)
- 1BppnTVckiXkjjZdD8vuUmJamsJNEiyihc
- 3GE9FS93zC5bvDBKohTfpdnMt4gJvPqupX

TR AMNHEAHL @t B8R0 = 322 A[REL, 26-35702 M & <Atz Ay

H|ERQIS S4A517| YB10] ALREE F4, S8o| Az SOt 2 oY HEAQIS
8317 9ot 2HX|

|
JHH

o9 Azlf: 7H 21710 25ty 707 d-doto X’ MG (digital signature)
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HE[7]8F H3X}tv. EESS(EL

S| ' HA
- ME| 7|4t X3 X} (trusted third party)0il HFE
=582
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Traditional approach Blockchain approach

Database is controlled by a central and trusted Each participant has a copy of the database,
third-party ensuring immutability

4

A
w
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Lock with 3 positions, A

and C are locked, B is 03c6691ebdd161363457e3c73aB8ed44186536cf9
open.
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private public of the .
key key moon. signature
See you
v message A 4 on the
dark side
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A|AE] QFHH/d.-Z2f0|HHA| 2 &: Consensus(2)

Proof of Work Vs Proof of Stake

it am

proof of work is a requirement to define Proof of stake, the creator of a new block is
an expensive computer calculation, chosen in a deterministic way, depending on
also called mining its wealth, also defined as stake.

I s I
A reward is given to the first miner who The PoS system there is no block reward,
solves each blocks problem. so, the miners take the transaction fees.

L A R

aT

Network miners compete to be the first to Proof of Stake currencies can be several
find a solution for the mathematical thousand times more cost effective.
problem

DeACHs W HOHS OICH 3



A wants to send The money moves
money to B. from A to B.

)

The transaction is The block is Those in the network  The block then can
represented online  broadcast to every approve the be added to the
as a block. party in the network.  transaction is valid. chain, which provides
an indelible and
transparent record of
transactions.

dCHstw &St OICH3 47



ICO

What is an ICO?

An Initial Coin Offering is a process where the stake of a company
is sold via an open and public crowdfunding campaign.

ICO participants receive tokens in return for their investment.

Dividends

Tokens can be used
as shares to
distribute profits.

Store of Value

Tokens can be used
as a store of
monetary value.

Utility
Tokens can be used

as transaction fees
or other utility uses.

suu Lisk

v ACADEMY

DeACHs W HOHS OICH 3 48
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Uzt F&
- M|, HellA
ICO
ABT(Asset-backed token, X47|HEHE 2)
ZfO|HA|(ZHUE H)
A 2t}
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#H % FH: Regulatory certainty

A L&

Initial coin offering (ICO) tokens2| &7}
Secondary market controls

Investor and consumer protections
Anti-money laundering (AML)

Know your customer (KYC)

Counter-terrorist financing (CTF) ZX|
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S=8 48 NUEE 7 -HAH

clzo| 7l H 2 EH AN |
- M2| 7|9 H|3Xt(trusted third party)0l HFE
s=H0l

| -

- A, ME|7|M R3X SET, TS SOl

by I

m m

5|

m

Traditional approach Blockchain approach

Database is controlled by a central and trusted Each participant has a copy of the database,
third-party ensuring immutability
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(1) ZHA’EEof chet SH 2
- 2718 M3k REM, g2 52 RFHY, Y=ot 72
(2) SH &4

- ZEo| E71Y M(irreversibility), £HA, 7I1HE, 22X 0 2M47|&0 HE

itot

2 =
o o
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3. 3747
SM7] + F7HH HE mmp MO
(1) RHLA Z7Y: 36EEHh9ME3kU7AZ3rUxBCyKR5FhR3RbgVo(Wikileaks)

(2) IPF2A0| HE Jts BS

4. M E
(1) Plain text, Encrypted form, Hashing
(2) OI8A-= SN AL ANEE AA 7ts

54



6. ZHAEE M2 X} - MY FH|

(1) H|2H& (Private- permissioned blockchain)
- 5 D7 X}(central intermediary)

(2) 7H2& (public: permissionless blockchain)

. u—*—x 7
(I) T H ‘5 Full Nodes

(ii)) =E? X B (Miners)
- Full/Lightweight? X Bitcoin
(i) ZF 701K B Z=H? - Blockchain ij

Lightweight
i Nodes

* BCO| X|Hf=



7. MHIH, HESRH U AT A2 S YRFML HalYa

- BC: immutable, censorship-resistant, non-editable, tamper-proof

- QRIS BCO| 2EM M A?

8. EO o8t FHQIH KO ZEAR B
- Full v. Lightweight?
- M3AA S - ?l=Ef?

0w
@)
F|F 1
1o
%
Jfﬂ
_I_>'._
.
é

20| Atz ME
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11. Z2}0|HA| ZAMAH 2] 0]3#(GDPR §25)
- PbD 77}X| €&l (Dr. Ann Cavoukian) O|&?

12. X} 52l 2 AFE%E(GDPR §22)
- Smart contract?
- SFALXLO| o5t HAE 715 A EL)
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[ The End]
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Any Questions? %7

Feel free to contact at it-law@korea.ac.kr




